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In 2017 the US Government Accountability Office released a report to
Congress stressing the need of assessment/guidance on IoT in the DoD [1].

[1]
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Researchers need to investigate the security ramifications IoT devices have
on operations security, intelligence collection, and leadership safety [1].

[1]
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40.8 million smart home devices are expected to ship in the US in 2018 [2].

[1]
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1. What kind of privacy data do smart home devices 
leak?

2. How can an attacker exploit data leakage to threaten 
operational and physical security?

3. Are there ways to defend against these 
vulnerabilities?
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1. Develop a smart home architecture to analyze IoT 
data leakage in the wild.

2. Identify data leakage and vulnerabilities in smart 
home devices.

3. Utilize data leakage and vulnerabilities to classify 
devices, identify events, track users, and gain 
physical access to a smart home.

4. Mitigate data leakage and vulnerabilities to create 
a safer smart home.
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Smart Home Automation 
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Presenter
Presentation Notes
BLE variety, assortment



Air University: The Intellectual and Leadership Center of the Air Force
Aim High…Fly - Fight - Win

The AFIT of Today is the Air Force of Tomorrow.

12

Smart Home Automation 
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• MAC Protocol Data Unit (MPDU)

• Frame Size

• Packet Timestamp

Wi-Fi Protocol
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• Traffic captured using Alfa Card
• Capture investigated using Wireshark
• Compared event time with traffic looking for trends
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BLE Protocol
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• 3x Ubertooth One Bluetooth adapters
• Capture investigated using Wireshark
• Compared event time with traffic looking for trends

• ADV_IND, SCAN_RESP, and CONNECT_REQ
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• Found that ZKTeco BLE BioLock communication 
sends passwords in the clear
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BLE Device Vulnerability
Investigation
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CITIoT
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• Target acquisition
• Target MAC address
• Target’s AP MAC address and channel
• MAC address of other devices connected to target AP
• BLE device names

Reconnaissance and 
Scanning
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Reconnaissance
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1. Target MAC address
2/3. Target’s AP MAC address and name
4. AP channel
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Moria
Ch 1

EC:4F:82:73:D1:1A

User: A0:18:28:33:34:F8
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MAC address of other devices connected to target AP
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OUI Search Results
EC:1A:59:E4:FD:41 Belkin International Inc. 

EC:1A:59:F1:FB:21 Belkin International Inc. 

94:10:3E:2B:7A:55 Belkin International Inc. 

B4:75:0E:0D:33:D5 Belkin International Inc. 

60:38:E0:EE:7C:E5 Belkin International Inc. 

B8:27:EB:09:1A:81 Raspberry Pi Foundation 

14:91:82:C8:6A:09 Belkin International Inc. 

A0:18:28:33:34:F8 Apple, Inc. 

14:91:82:24:DD:35 Belkin International Inc. 

08:66:98:ED:1E:19 Apple, Inc. 

B4:75:0E:0D:94:65 Belkin International Inc. 
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Moria

User: Apple iPhone

Wi-Fi devices:
8x Belkin Devices
2x Apple Devices
1x Raspberry Pi
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BLE device names
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Moria

User: Apple iPhone

Wi-Fi devices:
8x Belkin Devices
2x Apple Devices
1x Raspberry Pi

BLE devices:
5x Eve Devices
1x Playbulb
1x Instant Pot
1x BLE Lock
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• Classify, Identify, and Track Internet of Things

CITIoT

38

Presenter
Presentation Notes
6 Components: Recon, Passive Sniffing, Preprocessor, MAC Tracker, Classifier, and Network Mapper



Air University: The Intellectual and Leadership Center of the Air Force
Aim High…Fly - Fight - Win

The AFIT of Today is the Air Force of Tomorrow.

Passive Sniffing

# airodump-ng –c 1 wlan1 -o pcap –w wifi 
--bssid ec4f8273d11a

# ubertooth-btle –f -U0 –A37 –qble.pcap
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Wi-Fi Preprocessor

• Parse packets from capture and organize for classifier 
into CSVs

• Python script using Pyshark, a wrapper allowing packet 
parsing with Wireshark dissectors

$ python wifi.py –p wifi.pcap

.csv.csv.csv.csv

.csv.csv.csv.csv

Source Destination

Packet Time Frame Size Source Destination

41
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Wi-Fi Classifier Trainer

• Use characteristic packet traffic to train a classifier that 
can:
• Classify devices
• Identify events

• 10-hour classifier training trial

Time Device Device Action
8/14/17 6:57 B4:75:0E:0D:33:D5 Switch 1 ON 

8/14/17 6:58 B4:75:0E:0D:94:65 Switch 2 ON 

8/14/17 7:16 B4:75:0E:0D:33:D5 Switch 1 OFF 

8/14/17 7:17 B4:75:0E:0D:94:65 Switch 2 OFF 

43
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Wi-Fi Devices
(w2 - w9)

Wi-Fi Classifier Trainer
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Controller: Raspberry Pi
Homebridge
-WeMo Plugin

Wi-Fi Devices
(w2 - w9)

AP

Wi-Fi Traffic
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Controller: Raspberry Pi
Homebridge
-WeMo Plugin

Wi-Fi Devices
(w2 - w9)

Wi-Fi Traffic

619-632 Bytes

Events

Wi-Fi Classifier Trainer

45
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Wi-Fi Devices
(w2 - w9)

Wi-Fi Classifier Trainer
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AP

Wi-Fi Traffic

Event
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Event Identification Criteria
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Wi-Fi Classifier

• Uses packet traffic and criteria to classify devices and 
identify events

$ python wifi.py –c

Event Time Device
8/16/17 7:05 B4:75:0E:0D:33:D5 (Switch1)

8/16/17 7:15 EC:1A:59:E4:FD:41 (NetCam)

Device Classification
EC:1A:59:F1:FB:21 (Motion) Sensor

14:91:82:24:DD:35 (Insight) Outlet

49
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BLE Classifier

• ADV_IND and SCAN_RESP packets used to identify 
devices

• CONNECT_REQ packets used to identify events

$ python ble.py –c ble.pcap

Event Time Device
8/22/17 6:14 PLAYBULB

8/22/17 16:24 Gunbox

51

Presenter
Presentation Notes
Python script



Air University: The Intellectual and Leadership Center of the Air Force
Aim High…Fly - Fight - Win

The AFIT of Today is the Air Force of Tomorrow.

• Classify, Identify, and Track Internet of Things

CITIoT

52

Presenter
Presentation Notes
6 Components: Recon, Passive Sniffing, Preprocessor, MAC Tracker, Classifier, and Network Mapper



Air University: The Intellectual and Leadership Center of the Air Force
Aim High…Fly - Fight - Win

The AFIT of Today is the Air Force of Tomorrow.

MAC Tracker
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MAC Tracker
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Wi-Fi Network Mapper

• Uses traffic sent between devices to map network

56

22 Aug 2017

Thicker lines indicate 
more data sent 
between devices

Presenter
Presentation Notes
Uses Python to create an edge and node file and the igraph R package to create a network map



Air University: The Intellectual and Leadership Center of the Air Force
Aim High…Fly - Fight - Win

The AFIT of Today is the Air Force of Tomorrow.

Attacker’s Perspective
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Moria

User: Apple iPhone

Raspberry Pi

6x Outlets
1x Sensor
1x Camera

<<Wi-Fi>>
5x Eve Devices

1x Playbulb
1x Instant Pot
1x BLE Lock

<<BLE>>

Apple Device
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Physical Access

• Using device list, captured traffic, and vulnerabilities 
able to determine:

• When users are away from the home
• What security devices are in a home
• How to gain physical access to the home

• Replay attack on BLE Lock to unlock
• Uses gatttool to send commands

58
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BLE Lock
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BLE Lock
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1. Develop a smart home architecture to analyze IoT 
data leakage in the wild.

2. Identify data leakage and vulnerabilities in smart 
home devices.

3. Utilize data leakage and vulnerabilities to classify 
devices, identify events, track users, and gain 
physical access to a smart home.

4. Mitigate data leakage and vulnerabilities to create 
a safer smart home.

Goals
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MIoTL
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SHAA

MIoTL

Device 
Shadow

MAC
Shadow
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MIoTL

• Device Shadow
• Spoof packets sent from Raspberry Pi to IoT devices and 

from IoT devices to the router

• MAC Shadow
• Spoof packets sent from a user’s device when user is 

away from the home

• Five trial days with mitigation active and user activating 
Wi-Fi devices within home
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System Diagram
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MIoTL
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MAC Tracker
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MAC Tracker
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• With Mitigation
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Results

• Compare CITIoT findings with logs to determine
• Accuracy

• Classify devices
• Identify events
• Track users

• Performance
• Processing time
• Storage requirement

• With and without mitigation

• Statistical analysis done in R
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Mean Results

71

CITIoT Metric Without 
Mitigation

With 
Mitigation

Device Classification 94.4% 75.0%
Event Identification True Positive Rate 95.0% 79.8% 
Event Identification False Positive Rate 3.2% 88.8%
Positive Predictive Value 96.1% 10.7%
User Tracking 96.1% 1.9%

• One tailed, two sample t-test for:
• True positive rate (p = 0.001426 < 0.05)
• False positive rate (p = 4.675 x 10-13)
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Conclusion
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1. What kind of privacy data do smart home devices 
leak?

2. How can an attacker exploit data leakage to threaten 
operational and physical security?

3. Are there ways to defend against these 
vulnerabilities?
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Conclusion
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• IoT device leakage can be used to create a tool that 
can:

• Classify devices
• Identify events
• Track users
• Map networks
• Gain physical access

• A mitigation tool can be created to:
• Conceal devices and events within the smart 

home
• Make it appear that users are always home
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1. Develop a smart home architecture to analyze IoT 
data leakage in the wild.

2. Identify data leakage and vulnerabilities in smart 
home devices.

3. Utilize data leakage and vulnerabilities to classify 
devices, identify events, track users, and gain 
physical access to a smart home.

4. Mitigate data leakage and vulnerabilities to create 
a safer smart home.

Conclusion
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Significance of Research
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• Contributions:
• SHAA

• Vulnerability Analysis

• CITIoT

• MIoTL

• Synthesis

Presenter
Presentation Notes
SHAA: Smart home automation architecture to analyze data leakage in the wildVulnerability Analysis: Observes characteristic data exchanges and vulnerabilities in BLE/Wi-FiCITIoT: A tool that demonstrates four capabilities enabled by data leakage: network mapping, device classification, event identification, and user trackingMIoTL: A defensive tool that mitigates smart home leakage capabilities developed in CITIoTSynthesis: Demonstrated the importance of smart home operational security by using CITIoT to crack BLE lock and gain physical access. Strava…etc.
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Future Work

• More devices!
• Track user’s actual location using signal strength
• Machine learning to train classifier
• Mitigation for BLE traffic
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Questions
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